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Five Top Tips for Avoiding Financial Crime

Today everyone is at risk from financial fraud and for anyone
actively using the internet, that risk is significantly enhanced.
Thesefive top tips from Michael Barr & Co. will help you
identify where you are mos t at risk, take simple steps to avoid
financial crime and to protect your identity. When you
understand the steps to take to avoid fraud, and you take
action, you immediately become alot lessvulnerable compared
to those who do nothing and are easy prey for criminals.

Please donot be one of those vulnerable people; we are here to
help clients so thatthey d o n &6t b e c o mfdinancial ct I ms
crime.

If you follow our 5 paint-plan you will .-have made yourself safer
and be more knowledgeable, which is the best protect ion
against fraud.

e Fraud costs an approximate £1.7 BILLION per year in this country.

e |t takes on average 463 days for a consumer to detect that they have been a victim
of fraud making it widely known as a SILENT CRIME as the victim knows nothing of it
until they are asked for repayments of loans or bills which have been opened fraudulently.

e Inthelast year an estimated 3 million people in the UK have fallen victim to
financial fraud sent by post, email, text, phone or the internet at an average cost of
£850 each!!! In 2007 the number of victims was 185,000 so an increase to 3 million in
2009 shows how fast the problem is growing and a crime that people should not ignore. It

could happen to you.
(CIFAS, the UKO6s fra08 prevention service, 2

e Fraudsters need only obtain the name and address of a person to begin forging
their new identity. Unsuspecting people in the UK are leaving themselves wide open to
financial fraud on a daily basis.

« People accidentally, on average, open 5 SPAM emails a day and they are putting their

entire identities at risk to fraudsters 1,825 times a year!
(CPP survey, January 2007)
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1. Getacredit report

At least once a year get a credit report dcompanies such asExperian, Equifax, and
Callcredit , charge a small fee for a thorough credit report about your finances. You can
become a member of Credit Expert (with Experian) and receive SMStext or email alerts
should there be a change in your credit. There is so much information and help available on
these companies 8 websites.

It really could not be easier to get your credit report either online or over the phone.

If you are online then simply go to the website, for example www.experian.co.uk who at
the moment is offering a free 30 day trial of their CreditExpert membership (normally around
£6.99 per month). The trial is very easy to find and complete on their website (see screen

shot of this site below). Once you have joined and received your PIN in the post you can log
in and benefit from these free services;

e Access your credit report as many times as you wish

e Access your credit score

e Receive SM&xt/ email alerts should your credit status change in any way

e Help and advice

If you wish to end your membership after the fre e‘trial period call 0800 656 9000 (free phone)
and select option 4." However you may-feel that for-a fee'the "added piece of mind is worth
the monthly cost.

Il f you dondt thes senplylcainogoo 666 BOOO@eE phoke)t they will
guide you through the rest of this quick and simple process and for a small fee you can obtain
your credit report in the post in just a few days. The CreditExpert membership is only
available to internet customers.

Also:

Buy a shredder, itis the perfect way to dispo se of credit card slips, financial mail etc.

Store your papers for shredding in a Safe place or the process is pointless. Michael Barr &
Cad s c¢ Imayetake aglvantage of our free shredding service at our office.

Check your financial statements.... ~ regularly.
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2. Protect your PASSWORD & PINS

Make sure your computer has good anti -virus and firewall software  and consider putting
passwords on sensitive documents on your computer. For PIN numbers and passwords in
general always follow this key advice:

- D0 not make all your passwords and PINs the same i.e. also do not choose
birthdays, mot herds mai den name, et c.

- D0 use a mixture of letters and cases, symbols and numbers  asthis
makes them much more secure and a great deal harder to crack.

- Never give out your PIN number or account number  over the phone or in

an email, banks and financial organisations would NEVER ask for this information. If your
bank should call or write it will never ask you for a PIN or password. Beware.

- If you are in doubt_of the security of any of your accounts, documents etc. Change your
PIN/Passwordand contact the organisation direct and check-your credit report  to make sure
your identity is secure.

When making any purchases online always be certain it is secure, there are three ways to
ensure security of the payment details.

Watch out for these three things before you proceed...

e Whenever you0re ¢gowhaiegy ond lal wee sgitwei ng per sona
information, make sure this Website is safe - that is, it begins with https :// or
http://

e Look for a padlock onthe on the browser section of the webpage (where  the
web address is shown) When making purchases o nline , and before you go ahead
and make any purchases check the security and privacy  sections of the website
and see how they keep your information secure  before you proceed ;

e If the site requests a password for your account to be opened - Then make it a
good one (as discussed above).

No privacy ....no payment!

If possible pay with a credit card and not a debit card as you have better protection in the
event of fraud. And if you do make payments for anything online - Check your bank/ credit
card statements to ensure the correct payment was taken
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read them before proceeding with any payment.
That goes for any website you use in this way.
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That goes for any website you use in this way.
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